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Details of Activity:
. Understanding Cyber Security & Ethical Hacking
The workshop on Cyber Security & Ethical Hacking was organized to provide students with
practical knowledge and awareness of cybersecurity concepts, cyber threats, ethical hacking
methodologies, and digital security practices. : i
The session focu._v_.ed on understanding the importance of protecting digital syste
networks, applications, and data from unauthorized access and cyberattacks. 1,0
Key Topics Covered:




o Pa?s'w_drd & Account Security: Importance of Strong passwords,
authentication, and secure digital practices.

_' CYber-Safety: Best practices for protecting personal and organizational
information.

®  Career Opportunities: Introduction to career opportunities and professional
roles in the cybersecurity domain.

1. Practical Demonstrations

® Demonstration of basic cybersecurity tools and security-testing techniques.

® Practical explanation of how vulnerabilities can be identified in computer
systems and web applications.
2. Cyber Threat Awareness

® Phishing and social engineering attacks.
® Malware, ransomware, spyware, and other malicious software.
® Brute-force and password-based attacks.

3. Ethical Hacking Methodology

® Understanding the difference between ethical hacking and illegal hacking.
® Information gathering and vulnerability identification.

4. Hands-on Learning

e Students participated in practical activities and demonstrations.
® They leamed how to recognize security weaknesses and apply basic
security measures.

5. Digital Security Best Practices

Use of strong and unique passwords.
Importance of multi-factor authentication.

Safe browsing and email practices.

Regular software and operating-system updates.

Outcome:

and the importance of responsible use of tgghnq;_m;

The workshop provided students with an understanding of the fundamentals of
Cyber Security and Ethical Hacking. Participants gained awareness of common

cyber threats, vulnerabilities, ethical hacking practices, and methods for protecting
digital systems and information. :

The session also helped students understand the importance of cybersecurity in
real-world applications and encouraged them to develop practical skills in the field.

Students gained valuable insights into cybersfecurity_ careers,i
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